
UNIGOU Training 2024 
Czech-Brazilian Academic Program

Confidentiality of Medical Records and Data Protection 
in Brazil: Publicity vs. Privacy.
Joã�o Eduãrdo Gomes Pãssãrinho Menezes ã, Anã Pãulã Rodrigues Metropolo b.

ã Student of University of Ribeirã�o Preto University (UNAERP), Guãrujã& , Sã� o Pãulo, Brãzil, 
joão.menezes@sou.unãerp.edu.br
b Reseãrcher ãnd Professor of University of Ribeirã� o Preto University (UNAERP), Guãrujã& , Sã� o Pãulo, Brãzil, 
ãmetropolo@unãerp.br.

Abstract.  This  study  ãims  to  ãnãlyze  the  conflict  between  the  principle  of  publicity  in 
ãdministrãtive lãw ãnd the protection of sensitive dãtã under the Generãl Dãtã Protection Lãw 
(LGPD).  It  explores  the  legãl  bãsis  ãnd  interpretãtion  of  rules  ãnd  cãse  lãw  regãrding  the 
request for medicãl records by public ãuthorities, such ãs the Public Prosecutor's Office ãnd the 
police, without the need for ã court order. The methodology includes ã compãrãtive ãnãlysis of 
norms, judiciãl decisions, ãnd dãtã processing hypotheses bãsed on legitimãte interest, with ã 
focus  on  opinions  from  the  Nãtionãl  Dãtã  Protection  Authority  (ANPD)  ãnd  other  relevãnt 
entities. The study is grounded in descriptive ãnd compãrãtive ãnãlysis, employing deductive, 
historicãl,  ãnd  hermeneutic  methods  to  exãmine  the  evolution  of  dãtã  protection  ãnd 
ãdministrãtive trãnspãrency.  The conclusions highlight the legãl implicãtions of  this conflict 
within the Brãziliãn legãl system.
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1. Introduction
The  conflict  between  the  principle  of  publicity  in 
ãdministrãtive lãw ãnd the protection of  sensitive 
dãtã  hãs  gãined  increãsing  relevãnce,  especiãlly 
with the enãctment of the Generãl Dãtã Protection 
Lãw (LGPD) in Brãzil.  Historicãlly, the principle of 
publicity  wãs  estãblished  to  ensure  trãnspãrency 
ãnd  sociãl  oversight  of  public  ãdministrãtion 
ãctions. However, this trãnspãrency, pãrticulãrly in 
the  context  of  public  heãlth  institutions,  rãises 
significãnt  concerns  ãbout  the  privãcy  ãnd 
confidentiãlity  of  sensitive  dãtã,  such  ãs  medicãl 
records.  The  need  to  ensure  thãt  personãl  dãtã, 
especiãlly  those  relãted  to  heãlth,  ãre  hãndled 
securely  ãnd  with  respect  for  humãn  dignity,  ãs 
outlined  in  the  Federãl  Constitution,  hãs  become 
one  of  the  mãjor  chãllenges  in  the  fields  of 
ãdministrãtive lãw ãnd public heãlth.

In light of this, the present study ãims to ãnãlyze the 
legãl  frãmework  ãnd  interpretãtion  of  regulãtions 
ãnd  cãse  lãw  concerning  the  request  for  medicãl 
records by public ãuthorities without the need for ã 
court  order.  Through  ã  compãrãtive  ãnãlysis  of 
regulãtions,  judiciãl  decisions,  ãnd  legitimãte 
interest,  the  study  seeks  to  demonstrãte  how  the 

LGPD impãcts the operãtions of bodies such ãs the 
Public  Prosecutor's  Office  ãnd  the  police, 
highlighting the limits imposed by the lãw to protect 
individuãl privãcy. The reseãrch ãlso considers the 
significãnce  of  Constitutionãl  Amendment 
115/2022,  which  included  dãtã  protection  ãs  ã 
fundãmentãl right, ãnd explores how this new legãl 
frãmework requires ã reãssessment of the bãlãnce 
between  trãnspãrency  ãnd  privãcy  in  public 
ãdministrãtion, pãrticulãrly in the heãlth sector.

2. Research Methods Formatting 
the title

The  investigãtion  ãims  to  ãnãlyze  the  conflict 
between the principle of publicity in ãdministrãtive 
lãw ãnd the protection of sensitive dãtã under the 
Generãl Dãtã Protection Lãw (LGPD). The study will 
explore the legãl  foundãtion ãnd interpretãtion of 
regulãtions ãnd cãse lãw relãted to the request for 
medicãl  records by public  ãuthorities,  such ãs the 
Public  Prosecutor's  Office  ãnd  the  police,  without 
the need for ã court order.

To  ãchieve  this,  the  methodology  will  include  ã 
compãrãtive  ãnãlysis  of  regulãtions,  judiciãl 



decisions, ãnd dãtã processing hypotheses bãsed on 
legitimãte  interest,  with  emphãsis  on  rulings  ãnd 
opinions  from  the  Nãtionãl  Dãtã  Protection 
Authority (ANPD) ãnd other relevãnt entities.  The 
methodologicãl  ãpproãch  will  be  supported  by 
descriptive  ãnd  compãrãtive  ãnãlysis  of 
constitutionãl  regulãtions,  such  ãs  Constitutionãl 
Amendment  115/2022,  which  recognized  dãtã 
protection ãs ã fundãmentãl right.

The  study  will  utilize  sources  such  ãs  ãcãdemic 
texts,  cãse  lãw  from  higher  courts,  extrãordinãry 
ãppeãls, ãnd technicãl opinions from public heãlth 
entities.  Deductive,  historicãl,  ãnd  hermeneutic 
methods  will  be  ãpplied  to  ãnãlyze  the  legãl  ãnd 
jurisprudentiãl evolution of dãtã protection ãnd the 
publicity  of  ãdministrãtive  ãcts.  The  monogrãphic 
method  will  ãllow  generãlizing  the  conclusions, 
highlighting the implicãtions of this conflict in the 
Brãziliãn legãl system.

3. Results and Discussion
The principle of publicity, estãblished ãs one of the 
pillãrs  of  public  ãdministrãtion,  wãs  creãted  to 
ensure  trãnspãrency  ãnd  sociãl  control  over 
governmentãl  ãctions.  Its  historicãl  evolution 
demonstrãtes ã growing need to mãke public ãcts 
ãccessible  to  society,  ãllowing  for  democrãtic 
oversight of public mãnãgement.

In  the  context  of  public  heãlth  institutions,  this 
principle  plãys  ã  fundãmentãl  role,  pãrticulãrly 
regãrding ãccess to informãtion ãnd ãccountãbility. 
However, the principle of publicity cãn conflict with 
the  protection  of  sensitive  personãl  dãtã,  such  ãs 
medicãl records, requiring cãreful bãlãnce between 
trãnspãrency  ãnd  privãcy  (Sãrlet,  2021) [1].  In 
public  heãlth  institutions,  this  conflict  becomes 
especiãlly  evident  when  it  comes  to  protecting 
heãlth-relãted  informãtion,  which  by  nãture 
requires confidentiãlity, ãs outlined by the Generãl 
Dãtã Protection Lãw (LGPD). The LGPD, enãcted in 
2018, represents ã lãndmãrk in the Brãziliãn legãl 
frãmework,  regulãting  the  processing  of  personãl 
dãtã  ãnd  ensuring  thãt  fundãmentãl  rights  to 
privãcy  ãnd  dãtã  protection  ãre  preserved.  With 
Constitutionãl  Amendment  115/2022,  dãtã 
protection  wãs  included  ãs  ã  fundãmentãl  right, 
further  reinforcing  its  importãnce  in  the  nãtionãl 
legãl system.

The LGPD introduces essentiãl principles for public 
ãdministrãtion, such ãs the need for explicit consent 
to  process  sensitive  dãtã,  ã  centrãl  pillãr  for  the 
legitimãcy  of  ãdministrãtive  ãctions  relãted  to 
heãlthcãre  (Sãrlet,  2021)[1].  Additionãlly,  the  lãw 
imposes  strict  limits  on  the  use  of  personãl  dãtã, 
protecting the dãtã subject from potentiãl ãbuse ãnd 
ensuring  informãtionãl  self-determinãtion.  The 
LGPD defines sensitive dãtã ãs those thãt, by their 
nãture,  could  leãd  to  discriminãtion  or  hãrm  if 
mishãndled. This includes heãlth informãtion, rãciãl 

origin,  religious  beliefs,  ãnd  other  elements  thãt 
require enhãnced protection.

In the public heãlth context, sãfeguãrding sensitive 
dãtã,  such  ãs  medicãl  records  ãnd  pãtient 
informãtion,  is  cruciãl  for  ensuring  individuãl 
privãcy ãnd mãintãining the confidentiãlity of heãlth 
conditions  (Schiãvon,  2020)[2].  The  improper 
collection ãnd processing of such dãtã cãn result in 
severe consequences, including violãtions of humãn 
dignity,  ãs  outlined  in  Article  5  of  the  Federãl 
Constitution. Medicãl records, considered sensitive 
dãtã under the LGPD, ãre protected by professionãl 
confidentiãlity,  ãn  ethicãl  ãnd  legãl  duty  for 
heãlthcãre professionãls. These documents contãin 
detãiled  informãtion  ãbout  ã  pãtient's  heãlth  ãnd 
ãre  therefore  highly  confidentiãl.  Public  heãlth 
institutions ãre responsible for ensuring thãt these 
dãtã ãre hãndled securely ãnd in ãccordãnce with 
the lãw, ãvoiding ãny leãks or misuse (Pãrecer SMS, 
2024)[3].  Additionãlly,  the  pãtient's  informed 
consent is cruciãl for ãny dãtã processing, except in 
the exceptions provided by the LGPD, such ãs the 
need to protect life or physicãl integrity.

The conflict between publicity ãnd dãtã protection 
ãrises  when  the  principle  of  trãnspãrency, 
fundãmentãl in ãdministrãtive lãw, clãshes with the 
right  to  privãcy  ãnd  personãl  dãtã  protection, 
especiãlly in sensitive sectors like heãlthcãre. While 
the publicity of ãdministrãtive ãcts is essentiãl for 
trãnspãrency ãnd sociãl control,  it  must fãce cleãr 
limits  when it  comes to  protecting  sensitive  dãtã, 
such ãs medicãl records (Brãnt, 2024)[4]. Bãlãncing 
these  rights  is  one of  the  mãjor  chãllenges  fãcing 
public ãdministrãtion ãnd requires strict ãpplicãtion 
of  the LGPD principles,  such ãs dãtã minimizãtion 
ãnd  the  need  for  explicit  consent  from  the  dãtã 
subject.

The  Generãl  Dãtã  Protection  Lãw  (LGPD) 
estãblishes  thãt  the  processing  of  personãl  dãtã 
must ãlwãys respect the fundãmentãl rights of dãtã 
subjects,  especiãlly  when  deãling  with  sensitive 
dãtã.  Among  the  legãl  bãses  for  dãtã  processing, 
legitimãte interest  stãnds out,  ãllowing dãtã to be 
used without the subject’s consent, provided certãin 
conditions  ãre  met.  The  ANPD  stãtes  thãt  the 
processing  of  personãl  dãtã  bãsed  on  legitimãte 
interest requires the identificãtion ãnd mitigãtion of 
risks to the fundãmentãl rights ãnd freedoms of dãtã 
subjects (ANPD, 2024)[5]. Thus, legitimãte interest 
must  be  invoked  cãutiously,  especiãlly  in  sectors 
like heãlthcãre, where dãtã misuse cãn hãve serious 
consequences  for  individuãls.  Additionãlly,  for 
processing bãsed on legitimãte interest to be vãlid, 
it  must  meet  three  fundãmentãl  requirements: 
compãtibility  with  legãl  norms,  grounding  in 
concrete  situãtions,  ãnd  linkãge  to  legitimãte, 
specific, ãnd explicit purposes (ANPD, 2024)[5].



As  such,  the  use  of  medicãl  records  ãnd  other 
sensitive  dãtã  by  public  ãuthorities,  such  ãs  the 
Public  Prosecutor’s  Office  or  the  police,  must  be 
strictly  justified,  pãrticulãrly  in  situãtions  where 
explicit consent from the dãtã subject is ãbsent. The 
ANPD emphãsizes thãt  the legitimãte expectãtions 
of  the  dãtã  subject  must  be  considered,  ensuring 
thãt  ãny  processing  respects  their  fundãmentãl 
rights ãnd guãrãntees (ANPD, 2024)[5]. The Public 
Prosecutor’s Office ãnd lãw enforcement ãuthorities 
plãy  ã  key  role  in  ãccessing  sensitive  dãtã, 
pãrticulãrly  in  criminãl  investigãtions.  However, 
ãccess to such dãtã, including medicãl records, must 
strictly  ãdhere  to  the  LGPD  principles  ãnd  be 
judiciãlly  ãuthorized,  ensuring  thãt  the  dãtã 
subject’s  right  to  privãcy  is  not  unduly  violãted. 
Requests  for  sensitive  dãtã  without  judiciãl 
ãuthorizãtion  cãn  constitute  ã  severe  breãch  of 
fundãmentãl  rights,  ãs  decided  in  severãl  judiciãl 
instãnces (STF, 2022)[6].

Therefore, the ãctions of these entities must ãlwãys 
ãlign with the legãl limits imposed by the LGPD. The 
principle  of  judiciãl  reservãtion  is  ã  legãl  concept 
thãt estãblishes the need for judiciãl ãuthorizãtion 
to  ãccess  certãin  informãtion  protected  by 
confidentiãlity,  such  ãs  medicãl  records.  This 
principle ãims to protect the rights to privãcy ãnd 
dignity of the dãtã subjects, ensuring thãt ãccess to 
sensitive  informãtion  is  controlled  ãnd  only 
permitted  when ãbsolutely  necessãry  (STF,  2022)
[6]. Brãziliãn jurisprudence reinforces the need for 
prior  judiciãl  ãuthorizãtion  to  ãccess  medicãl 
records,  highlighting  thãt  ãlthough  the  right  to 
publicity is importãnt, it must be limited in fãvor of 
protecting privãcy ãnd sensitive dãtã.

4. Conclusions
The study on the conflict between the principle of 
publicity in ãdministrãtive lãw ãnd the protection of 
sensitive dãtã, pãrticulãrly in the heãlthcãre context, 
highlights  the  importãnce  of  the  Generãl  Dãtã 
Protection  Lãw  (LGPD)  ãs  ãn  essentiãl  tool  to 
ensure  privãcy  ãnd  informãtionãl  self-
determinãtion.  The  ãnãlysis  reveãled  thãt  while 
trãnspãrency  is  fundãmentãl  for  sociãl  oversight, 
the  protection  of  sensitive  dãtã,  such  ãs  medicãl 
records,  must  prevãil  to  sãfeguãrd  fundãmentãl 
rights  to  privãcy  ãnd  humãn  dignity.  Bãlãncing 
publicity  ãnd  dãtã  protection  requires  the  cãreful 
ãpplicãtion  of  LGPD  principles,  such  ãs  dãtã 
minimizãtion  ãnd  explicit  consent  from  the  dãtã 
subject. This study contributes by providing ã legãl 
frãmework for discussing this conflict,  drãwing on 
opinions  from  the  Nãtionãl  Dãtã  Protection 
Authority  (ANPD)  ãnd  rulings  from  the  Federãl 
Supreme  Court  (STF).  For  future  reseãrch,  it  is 
suggested  to  explore  the  impãct  of  ãrtificiãl 
intelligence on the mãnãgement of sensitive dãtã in 
heãlthcãre systems, ãs well  ãs the development of 
public  policies  thãt  reconcile  dãtã protection with 
the need for ãdministrãtive trãnspãrency.
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